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FM AMEMBASSY NAIROBI 

TO SECSTATE WASHDC IMMEDIATE 7613 


LIMITED OFFICIAL USE NAIROBI 4938 

SY CHANNEL 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJECT: SECURITY POSTURE OE UNEP NAIROBI 

REP: STATE 89060 

1. UNEP NAIROBI CONSISTS OF ONE OFFICER AND ONE AMERICAN 
SECRETARY LOCATED ON FIRST FLOOR (EUROPEAN) OF COTTS HOUSE 
WHICH HOUSE CHANCERY AND VARIOUS COMMERCIAL OPFICES. FIRST 
FLOOR IS SHARED WITH AG ATTACHE, PERSONNEL OFFICE, EMBASSY 
UNCLASSIFIED MAIL ROOM AND UNCLASSIPIED CONFERENCE ROOM. 
ACCESS IS THROUGH A SOLID CORE DOOR EQUIPPED WITH BRUTE LOCK, 
CYPHER AND REMOTE RELEASE ACTIVATED BY FSLE RECEPTIONIST WHO 
ALSO AHS PANIC ALARM TO MSG ON SIXTH PLOOR. ACCESS IS FURTHER 
COVERED THROUGH CCTV MONITORED BY MSG WHO HAS CAPABILITY TO 
REMOTELY ACTIVATE EATON THROW BOLTS IN CONTROL DOOR. CCTV 
ALSO EQUIPPED WITH MOTION DETECTOR AS AFTER-HOURS PROTECTION. 
FLOOR HAS OUTER DOOR SECURED WITH YALE 197-1/4 APTER HOURS. 

2. UNEP REP WHO RECEIVES AND GENERATES MOSTLY LOU MATERIAL 
WITH SMALL AMOUNT CONPIDENTIAL IS SUPPLIED WITH FOUR- 
DRAWER SAFE EQUIPPED WITH 8400 SERIES LOCK. OTHER NORMAL 
EMBASSY FACILITIES INCLUDING COMMUNICATION AND POUCH AND 
BOTH ROUTINE AND EMERGENCY DESTRUCTION CAPABILITY IM- 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 NAIROB 04938 210910Z 

MEDIATELY AVAILABLE IN SEVENTH FLOOR C&R. LOU 
AND CLASSIFIED HOLDING APPROXIMATELY HALF DRAWER. 

3. UNEP OFPICES ARE SUBJECT TO APTER-HOURS MSG INSPECTION 
FOR EVIDENCE OF VIOLATIONS. 

4. UNEP PERSONNEL ARE INCLUDED IN ALL TRAINING AND 
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SECURITY BRIEFING GIVEN MISSION PERSONNEL AND RECEIVE 
ALL LOCALLY-ISSUED ADMINISTRATIVE NOTICES ON SECURITY 
MATTERS. 

EXEMPT. 

MARSHALL 


LIMITED OFFICIAL USE 


NNN 
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